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Cyber Security vs. Data Security

Cyber security and data security are related but distinct:

• Cyber security: defense of systems and assets, including networks 

• Data security: protection of information, often focused on personal 
information

Cybersecurity
• Networks
• Electric Grid
• Telecommunications 

Infrastructure

Data Security
• Personal Information
• Corporate Information
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• Data and Systems Integrity
– Damage, loss or inability to access 

data

– Inability to utilize key software or 
systems

• Data Security Breach
– Breach of confidentiality 

agreements

– Breach of privacy regulations

– Fines and third party liability

• Cyber Crime
– Extortion (ransomware)

– Loss of intellectual property 
(economic espionage)

Cyber Risk Consequences

4

• Business interruption

• Reputational damage

• Management distraction
– Internal investigation

– Regulatory investigations

– Litigation



Sasha Romanosky J Cyber Secur 2016;cybsec.tyw001

© The Author 2016. Published by Oxford University Press.

Cyber incidents and rates by industry between 2011 and 
2013:

Data Breach Likelihood
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Sasha Romanosky J Cyber Secur 2016;cybsec.tyw001

© The Author 2016. Published by Oxford University Press.

Incidents involving medical information have risen the most sharply

Cyber events by type of information compromised

Data Breach Likelihood
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Commonly held viewpoint
• Data breach cost average (mean) in U.S. is $7M1 for all industries
• Healthcare organizations average cost is higher, $355 per record1

• Data breach cost median is ~$170K1

– Median insurance claims payout is $144K2

Recent viewpoint
• Incident costs typically equate to 0.4% of annual revenue3

• Break-in costs typically <$200K3

1 2016 Global Cost of a Data Breach Study, Ponemon Institute  (2014 $5.85M, 2015 $6.53M)
2 2014 Cyber Claims Study, NetDiligence
3 Examining the costs and causes of cyber incidents, Journal of Cybersecurity (August 25, 2016), RAND review of 12K incidents from 2004 to 

2015 

Average and median total costs 
reflect that a majority of breaches

involve smaller companies

Ponemon study excludes breaches of >100K records

Data Breach Cost
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Cyber Risk Mitigation

• Governance

– Risk assessment and monitoring

– Risk mitigation responsibility 
assignments

• Risk distribution

– Contractual liability limits

– Adequate cyber risk insurance

• Prevention

– Vendor assessments

– IT defenses

– Internal policies

– Training
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• Incident Preparedness

– Prepare for breach response and 
crisis communications

– Business continuity

– Maintain, train and test incident 
response policy and team

– Develop response protocols, 
resources and model notices

– Retain consultants and experts

– Review legal exposure before 
incident 

• Restitution

– Prepare for litigation and 
regulatory enforcement



NIST Framework 1.1

On January 10, 2017, the National 
Institute of Standards and 
Technology (NIST) issued  a draft 
update to the Framework for 
Improving Critical Infrastructure 
Cybersecurity
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NIST Framework

• Voluntary
• Initiated by Executive Order 13636
• Designed primarily for US critical infrastructure owners and 

operators
• Applicability to companies of all sizes
• Does not create new standards
• Leverages existing cybersecurity practices
• Recommends a proactive cyber risk management process to 

assess risks and capabilities, and establish goals and a plan
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NIST Framework
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The new NIST Framework 1.1 expands on this existing model
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Board Responsibilities

• No Delaware case has directly addressed the application of a board’s 
fiduciary duties to cybersecurity or related matters

“[E]nsuring the adequacy of a company’s cybersecurity 

measures needs to be a critical part of a board of director’s 

risk oversight responsibilities. In addition to the threat of 

significant business disruptions, substantial response 

costs, negative publicity, and [the] lasting reputational 

harm [that could result from a cyber attack], there is also 

the threat of litigation and potential liability for failing to 

implement adequate steps to protect the company from 
cyber threats.”

Louis A. Aguilar at the New York Stock Exchange (2014)
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Board Oversight of Cyber Risk

• Board should accept responsibility for cyber risk oversight

– Regularly address cybersecurity

– Be educated on the topic (consider Board composition)

– Audit committee may or may not be the appropriate body 

• Set expectations for management

– Management’s role is to identify risks, set the company’s tolerance for 
risk, develop and implement policies and procedures for risk mitigation, 
and incorporate risk into strategy (see Slide 15)

• Understand the company’s cyber-risk profile, cyber budget and company 
policies and practices to protect against cyber threats

• Engage outside consultants

• Understand guidance provided by the NIST Cybersecurity Framework

• Understand how peers approach cybersecurity
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Role of Management

• Make cyber risk awareness part of company culture

• Conduct recurring cyber security and privacy law training for employees and 
contractors

• Adopt enterprise-wide cyber risk oversight framework

• Identify and retain outside consultants before crisis need arises 

• Assess regulatory and contractual requirements

• Adopt written policies and procedures to protect sensitive information 

• Adopt written data breach response procedures

• Monitor and audit privacy and data security procedures

• Assess cyber risk insurance coverage

• Recruit management with IT and security/risk expertise

• Review and update public disclosures regarding cybersecurity

• Consider impact of security breaches on internal control over financial reporting

• Budget data security and privacy programs

• Report to the Board
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Director Liability

• Under Delaware law, directors owe duties of care, loyalty, and good faith to the 
corporation.  Most corporate charters contain a clause exculpating directors from 
liability for most breaches of the duties of care, as permitted by DGCL §102(b)(7).

• Following a data breach, claims against the board could most plausibly be made for 
oversight failure, which implicates the duty of loyalty.

• Under the Caremark line of cases, the directors may be liable if: “(a) the directors 
utterly failed to implement any reporting or information system or controls; or (b) 
having implemented such a system or controls, consciously failed to monitor or 
oversee its operations, thus disabling themselves from being informed of risks or 
problems requiring their attention.  In either case, imposition of liability requires a 
showing that the directors knew that they were not discharging their fiduciary 
obligations.”  Stone v. Ritter (Del. 2006).

• In cases seeking to hold directors liable for failure to monitor risks, Delaware courts 
have been careful not to allow plaintiffs to use the duty of oversight as a vehicle to 
second-guess a well-informed board’s business decisions, including well-informed 
decisions regarding risk-taking.
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Director Liability

Wyndham Hotels (Palkon v. Holmes)
• Derivative action dismissed Oct. 20, 2014 (D. N.J.)

• Court concluded that Wyndham’s board of directors had sufficient 
familiarity with the underlying facts when it denied the shareholder’s 
demand that the company hold its board members personally liable for the 
losses sustained by the company

– The board and audit committee had previously discussed the 
cyberattacks at 14 meetings over 4 years

– The company’s General Counsel had given presentations regarding the 
breaches and cybersecurity generally at every quarterly meeting

– Outside counsel was involved in the internal investigation

• Terms of Wyndham settlement with FTC provide insight into protocols the 
FTC believes are important to prevent data breaches and liability
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Cyber Risk Disclosure

• SEC Disclosure Guidance
– 2011 CF Disclosure Guidance: Topic No. 2 Cybersecurity

– Directs public companies to review, on an ongoing basis, the adequacy 
of disclosure relating to cyber security risks and cyber incidents

• 6 disclosure areas
– Risk Factors

– Management's Discussion and Analysis (MD&A)

– Business Description

– Legal Proceedings

– Financial Statement Disclosure

– Disclosure Controls and Procedures
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SEC Disclosure Guidance (cont.)

SEC expects “holistic” disclosure of all the potentially material effects of a cyber incident

• Risk Factors – Disclose cybersecurity risks, taking into account the occurrence, frequency and 
severity of prior cybersecurity incidents, the probability of a cyber incident occurring, the 
qualitative and quantitative magnitude of the risk, the potential costs and other consequences 
associated with such incidents, as well as the adequacy of preventative measures taken by the 
company

– Risk Factors should be specific to the company, and not generic

– SEC Staff has reminded companies that they shouldn’t state that there is a risk of a 
cybersecurity breach after the occurrence of an actual attack – rather, they should disclose 
that they have experienced security breaches or attacks

• MD&A – Consider whether the costs or other consequences associated with known data 
breaches or the risk of such events represents a material event, trend or uncertainty that is 
reasonably likely to have a material effect on the company’s results of operations, liquidity or 
financial condition

• Business – Disclose any cyber incidents that materially affect the company’s products, services, 
relationships with customers or suppliers or competitive conditions

• Legal Proceedings – Disclose any material pending legal proceeding that relates to a cybersecurity 
incident
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SEC Disclosure Guidance (cont.)

• Financial Statements – Depends on the nature and severity of 
the incident may impact financial statements

– May incur substantial costs to prevent cyber incidents

– Need to reevaluate loss estimate and other disclosures as more 
information becomes known

• Disclosure Controls & Procedures – An incident may impact the 
company’s assessment of its disclosure controls and procedures 
under item 307 of S-K

See Appendix for disclosure examples
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SEC Comment Letters

• Since 2011, the SEC staff has issued comments to dozens of large 
companies regarding their cybersecurity disclosures, sometimes 
in response to news articles about cyber risks or an attack on the 
company or within an industry. These comments tend to focus 
on: 
– Additional disclosure about cyber risks as distinct from more general risks, 

such as natural disasters or terrorist attacks

– Disclosure of cyber attacks the company has experienced or an 
explanation of why they are not material

– Description of cyber attacks experienced by third-party vendors that may 
affect the company’s customers

See Appendix for example SEC comment letters
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Company Controls

• Disclosure Controls and Procedures: “Controls and other procedures designed 
to ensure that (i) information required to be disclosed by the Company in 
reports filed or submitted under the Securities Exchange Act of 1934, as 
amended, is recorded, processed, summarized and reported accurately and 
on a timely basis and (ii) information is accumulated and communicated to 
management of the Company, including the Certifying Officers, as appropriate 
to allow timely decisions regarding such required disclosure” (Rule 13a-14)

• Internal Control Over Financial Reporting Definition:  A process to provide, 
among other things, “reasonable assurance regarding prevention or timely 
detection of unauthorized acquisition, use or disposition of the issuer’s assets 
that could have a material effect on the financial statements” (Rule 13a-15(f)) 
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Litigation

• Consumer class action lawsuits
– Statutory personal rights

– Tort law negligence
• “Reasonable care”

• Shareholder derivative actions
– Failure to exercise duty of care (good faith)

• Contract breach 
– Failure to use reasonable care to protect data under 

NDA or confidentiality covenants

– First Circuit: Bank failed to provide commercially 
reasonable data security
• Patco Contruction Co., Inc. v. People’s United Bank

• IP Enforcement
– Trade secret law requires reasonable care to protect 

confidentiality
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Sources of Legal Obligations

• Legal obligations may turn on:
– Type of data issue (proprietary (trade secret/IP), export controlled, 

business partner, personal information

– Jurisdiction

• Sources of legal obligations:
– Federal and State Laws

– Litigation Risk

– Contractual obligations

– International Laws
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Sources of Legal Obligations (cont.)

• Federal Laws

– No comprehensive cyber or data security federal law to date

– Sector-specific laws/requirements

• Financial Institutions - Gramm-Leach-Bliley

• Healthcare Providers - HIPAA

• Energy – NERC standards (quasi regulatory)

– Federal Trade Commission

• Primary Federal data security and privacy enforcement agency

• Utilizes Section 5 authority (unfair act and deceptive practices)

– SOX imposed requirements regarding effectiveness internal controls over financial reporting, which 
includes information security controls

– SEC October 2011 guidance on disclosure of cyber risk and incidents

– SEC becoming active in enforcement based on failure to maintain policies

• State Laws

– 47 states (plus DC and Puerto Rico) have breach notice laws

– Roughly a dozen states impose information security requirements

• Most are like California – maintain “reasonable” security measures

• Mass. and Nevada also have more technical requirements

– Mini-FTC Acts:  Similar authority over practices that impact state residents

• Remedies:  information security commitments, but also fines
27



Enforcement

“Given the dangers and impact of cyber breaches, data 
security is a critically important aspect of investor 
protection. We expect SEC registrants of all sizes to have 
policies and procedures that are reasonably designed to 
protect customer information”

-- Andrew Ceresney, former Director of the SEC Enforcement 
Division
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Enforcement (cont.)

• June 2016: Morgan Stanley agreed to pay $1 million to settle charges related to its 

failures to protect customer information, some of which was hacked and offered 

for sale online

– Failure to adopt written policies and procedures reasonably designed to 

protect customer data

– As a result of these failures, from 2011 to 2014, a then-employee 

impermissibly accessed and transferred the data regarding approximately 

730,000 accounts to his personal server, which was ultimately hacked by third 

parties

• September 2015: SEC charges investment adviser R.T. Jones Capital Equities 

Management violated its “safeguards rule” when it failed to adopt any written 

policies and procedures to ensure security and confidentiality of personally 

identifiable information of approximately 100,000 individuals
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D&O Coverage & Cyber Insurance Issues

• Directors and officers liability insurance coverage for claims of breach of fiduciary 
duty of oversight over risk management (and cyber risk) has remained constant. 
Few claims have been made to date, and all claims have been dismissed to date 
given high Delaware gross negligence Caremark like claims

• Over the Last 4 years, cybersecurity insurance has been a moving target for both 
public and private companies.  Coverage has gradually expanded while competition 
has lowered price for cybersecurity insurance

• In general for data breach/privacy related claims, good coverage exists for a fair 
premium for most sorts of attacks and exploits, including cyber terrorism

• Cyber security coverage for property casualty related injuries (loss or damage to 
machinery or life) has been slower to expand as carriers were unsure how to cover 
and gauge risk

• Cybersecurity insurance remains a proper exercise of enterprise risk management 
and risk transfer for cybersecurity risks and exposures
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Google Risk Factor Disclosure

If our security measures are breached, or if our services are subject to attacks that degrade or deny 
the ability of users to access our products and services, our products and services may be perceived 
as not being secure, users and customers may curtail or stop using our products and services, and we 
may incur significant legal and financial exposure.

Our products and services involve the storage and transmission of users’ and customers’ 
proprietary information, and security breaches expose us to a risk of loss of this information, 
litigation, and potential liability. We experience cyber attacks of varying degrees on a regular basis. 
Our security measures may also be breached due to employee error, malfeasance, system errors or 
vulnerabilities, or otherwise. Additionally, outside parties may attempt to fraudulently induce 
employees, users, or customers to disclose sensitive information in order to gain access to our data 
or our users’ or customers’ data. Any such breach or unauthorized access could result in significant 
legal and financial exposure, damage to our reputation, and a loss of confidence in the security of 
our products and services that could potentially have an adverse effect on our business. Because 
the techniques used to obtain unauthorized access, disable or degrade service, or sabotage 
systems change frequently and often are not recognized until launched against a target, we may be 
unable to anticipate these techniques or to implement adequate preventative measures. If an 
actual or perceived breach of our security occurs, the market perception of the effectiveness of our 
security measures could be harmed and we could lose users and customers.

2016 Form 10-K Risk Factor
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Anthem Initial Disclosure of Breach

To Our Members,

Safeguarding your personal, financial and medical information is one of our top priorities, and 
because of that, we have state-of-the-art information security systems to protect your data. 
However, despite our efforts, Anthem was the target of a very sophisticated external cyber attack. 
These attackers gained unauthorized access to Anthem’s IT system and have obtained personal 
information from our current and former members such as their names, birthdays, medical 
IDs/social security numbers, street addresses, email addresses and employment information, 
including income data. Based on what we know now, there is no evidence that credit card or 
medical information, such as claims, test results or diagnostic codes were targeted or 
compromised.

Once the attack was discovered, Anthem immediately made every effort to close the security 
vulnerability, contacted the FBI and began fully cooperating with their investigation. Anthem has 
also retained Mandiant, one of the world’s leading cybersecurity firms, to evaluate our systems and 
identify solutions based on the evolving landscape.

-- February 2015 Statement
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Yahoo! Initial Disclosure of Breach 

“A recent investigation by Yahoo! Inc. has confirmed that a copy of certain user account 
information was stolen from the company’s network in late 2014 by what it believes is a state-
sponsored actor. The account information may have included names, email addresses, telephone 
numbers, dates of birth, hashed passwords (the vast majority with bcrypt) and, in some cases, 
encrypted or unencrypted security questions and answers. The ongoing investigation suggests 
that stolen information did not include unprotected passwords, payment card data, or bank 
account information; payment card data and bank account information are not stored in the 
system that the investigation has found to be affected. Based on the ongoing investigation, Yahoo 
believes that information associated with at least 500 million user accounts was stolen and the 
investigation has found no evidence that the state-sponsored actor is currently in Yahoo’s 
network. Yahoo is working closely with law enforcement on this matter. Yahoo is notifying 
potentially affected users and has taken steps to secure their accounts. These steps include 
invalidating unencrypted security questions and answers so that they cannot be used to access an 
account and asking potentially affected users to change their passwords. Yahoo is also 
recommending that users who haven’t changed their passwords since 2014 do so. “

Press Release and Form 8-K September 2016
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Target MD&A

“In the fourth quarter of 2013, we experienced a data breach in which an intruder stole certain 
payment card and other guest information from our network (the Data Breach). In 2014, we 
recorded $191 million of pretax Data Breach-related expenses and $46 million of expected 
insurance proceeds, for net expenses of $145 million. These expenses were included in our 
Consolidated Statements of Operations as Selling, General and Administrative Expenses (SG&A), 
but were not part of segment SG&A. Along with legal and other professional services, these 
expenses include an accrual for estimated probable losses for what we believe to be the vast 
majority of actual and potential breach-related claims, including claims by the payment card 
networks. Our probable loss estimate is based on the expectation of reaching negotiated 
settlements, and not on any determination that it is probable we would be found liable for the 
losses we have accrued were these claims to be litigated. 

As of January 31, 2015 we have incurred $252 million of cumulative Data Breach-related expenses, 
partially offset by $90 million of expected insurance recoveries, for net cumulative expenses of 
$162 million.

For more information about the Data Breach, see Note 17 of the Financial Statements.”

Target 2016 Form 10-K MD&A
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Wendy’s Litigation Disclosure

[….] An amended complaint was filed in the same court by plaintiff Jonathan Torres and six 
additional named plaintiffs on July 29, 2016. The amended complaint names the Company’s 
subsidiary, Wendy’s International, LLC (“Wendy’s International”), as the defendant and asserts 
claims of breach of implied contract, negligence and violations of state consumer protection or 
deceptive trade practices statutes in the states of Florida, New York, New Jersey, Mississippi, 
Tennessee and Texas arising from Wendy’s International’s alleged failure to safeguard customer 
credit card information and the alleged failure to provide notice that credit card information had 
been compromised. The amended complaint also asserts violations of state data breach statutes 
in Florida, New York, New Jersey, Tennessee and Texas based on Wendy’s International’s alleged 
failure to timely and fully disclose the alleged data breach. The amended complaint seeks 
certification of a putative nationwide class of consumers impacted by the alleged failures, or in 
the alternative, statewide classes for Florida, New York, New Jersey, Mississippi, Tennessee and 
Texas. The plaintiffs seek monetary damages, injunctive and equitable relief, attorneys’ fees and 
other costs. The Company’s motion to dismiss the amended complaint is pending before the 
court. 

Wendy’s 2016 Third Quarter Form 10Q

37



Home Depot Loss Disclosure

Litigation, Claims and Government Investigations

“In the second quarter of fiscal 2015, the payment card networks made claims against the 
Company for costs that they assert they or their issuing banks incurred in connection with the 
Data Breach, including incremental counterfeit fraud losses and non-ordinary course operating 
expenses (such as card reissuance costs), and the Company recorded an accrual for estimated 
probable losses it expected to incur in connection with those claims. In the third and fourth 
quarters of fiscal 2015, the Company entered into settlement agreements with American Express, 
Discover, MasterCard and Visa with respect to their claims.

In addition, at least 57 putative class actions have been filed in courts in the U.S. and Canada 
allegedly arising from the Data Breach. The U.S. class actions have been consolidated for pre-trial 
proceedings in the United States District Court for the Northern District of Georgia (the "District 
Court"). That court ordered that the individual class actions be administratively closed in favor of 
the filing of consolidated class action complaints on behalf of customers and financial institutions 
allegedly harmed by the Data Breach. In the third quarter of fiscal 2015, the Company recorded 
an accrual for estimated probable losses that it expects to incur in connection with the U.S. 
customer class actions. In the fourth quarter of fiscal 2015, the Company agreed in principle to 
settlement terms that, upon approval of the District Court, will resolve and dismiss the claims 
asserted in the U.S. customer class actions.”
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SEC Comment Letters (cont.)

Morgan Stanley SEC Comment and Response (2013)

Comment:  We note your response to comment 1 in our letter dated June 22, 2012. Based on 
your response it appears that you may have experienced one or more security breaches or cyber 
attacks that did not result in a material adverse effect on your operations. If true, beginning with 
your next periodic filing, please simply state this fact so investors are aware that you are currently 
experiencing these cyber risks. 

Response: Beginning with the Company’s Annual Report on Form 10-K for the year ended 
December 31, 2012 (“2012 Form 10-K”), the Company will include a statement that it has been 
subject to security breaches and cyber attacks. The Company will revise its disclosures as follows 
(changes marked from the 2011 Form 10-K):  Our operations rely on the secure processing, 
storage and transmission of confidential and other information in our computer systems. Like 
other financial services firms, we have been and continue to be subject to unauthorized access, 
mishandling or misuse, computer viruses or malware, cyber attacks and other events. Events such 
as these could have a security impact on our systems and jeopardize our or our clients’ or 
counterparties’ personal, confidential, proprietary or other information processed and stored in, 
and transmitted through, our computer systems. Furthermore, such events could cause 
interruptions or malfunctions in our, our clients’, our counterparties’ or third parties’ operations, 
which could result in reputational damage, litigation or regulatory fines or penalties not covered 
by insurance maintained by us, and adversely affect our business, financial condition or results of 
operations. 
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SEC Comment Letters (cont.)

Harman Industries SEC Comment and Response (2016)

“We note that your recent acquisition of Symphony Teleca Corporation will 
allow you to accelerate the development of solutions for the connected car 
and for a broader set of industries and markets. We further note that 68 
percent of your net sales were to automobile manufacturers and that Fiat 
Chrysler recalled 1.4 million Dodge, Jeep, and Chrysler vehicles after a flaw 
in the Uconnect system was identified. Please tailor your risk factor 
disclosure and expand your discussion of cybersecurity issues to discuss the 
impact of any known trends and uncertainties relating to actual cyber hacks 
and vulnerabilities.”
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SEC Comment Letters (cont.)

Harman International Industries Response:

“…Due in part to the Company’s acquisition of STC and RedBend in fiscal year 2015, 
the Company expanded the cybersecurity risk factor located on page 21 of its Annual 
Report on Form 10-K for the fiscal year ended June 30, 2014 under the heading 
“Increased IT security requirements, vulnerabilities, threats and more sophisticated 
and targeted computer crime could pose a risk to our systems, networks, products, 
solutions, services and data” to include a discussion of the risk to the security of the 
Company’s products posed by sophisticated and targeted cyber crime. The Company 
discloses specifically the types of costs and damages it may incur as a result of 
intentional malfunctions in the Company’s products, including reputational damage….”

“…As a result of the foregoing investigation and internal reviews of the Company’s 
products stemming from the FCA recall, the Company has concluded that there is no 
known vulnerability in the head units designed and manufactured by the Company 
necessitating an update to the risk factor identified by the Staff in the 2015 10-K 
relating to actual cyber hacks and vulnerabilities. The Company respectfully informs 
the Staff that it believes the known trends and uncertainties are adequately disclosed 
in the aforementioned risk factor.”
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